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Glossary of Terms  

TERMS  DEFINITIONS  

ASCII  The American Standard Code for Information Interchange codes 
represent text in computersȼ communications equipmentȼ and other 
readers that use textɁ  

Contactless  The high frequency 13Ɂ56 MHz smart card technologyɁ  

FAC  Facility Access CodeɁ  

OEM  The card and badge reader without caseɁ Available in selfɟcontained 
modules for easy system integrationɁ  

WAVE ID   The rf IDEAS brand name given to all 125 kHz proximity and 13Ɂ56 MHz 
contactless smart card readersɁ  

SDK  Software Developerɬs KitɁ Software Developerɬs Kits from rf IDEAS 
provide the high level command capabilities to integrate software 
applications with our readersɁ  

CSN  Also known as the Card Serial Numberȼ is part of the ISO 15693 standard 
for vicinity cards operating at the 13Ɂ56 MHz frequencyɁ  

UID  The User IDȼ User Identificationȼ or Unique ID is a number based on all 
bits of the card dataɁ  

 

Information Symbols   

SYMBOL  MEANING  DEFINITION  

 Note  Notes are useful information related to the textɁ  

 Tip  Tips can provide hints and pointers in addition to the textɁ  

 Important  Important information can include prerequisitesȼ limitationsȼ 
and cautionɁ  
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Chapter Ǽ 

Reader Basics 

1Ɂ1  Difference between Single Configuration and  
Multi Configuration Reader 

The WAVE ID Plus is a dual frequency programmable reader that combines 125 kHz and 13Ɂ56 
MHz technologies into the same readerɁ Itɬs the only reader in the industry that reads multiple 
cards of your choice among many different card typesȼ delivering flexibility to any customer 
struggling with different card technologiesɁ In contrast to the WAVE ID Plus readerȼ our 
standard WAVE ID Solo proximity and contactless readers function on a single frequency and 
single card typeȼ which is either 125 kHz proximity or 13Ɂ56 MHz contactlessɁ  

 

1Ɂ2  Reader Setup  

To setup the reader:  

1Ɂ Connect the reader to the workstation using RSɟ232ȼ USBȼ or Ethernet ɏMust be in the 
same Subnet as the workstationɐɁ  

2Ɂ The workstation should detect new hardware for USB connectionsɁ Verify the 
workstation recognizes this connection using Device ManagerɁ  
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Chapter ǽ 

Software 

2Ɂ1  rf IDEAS Configuration Utility  

The rf IDEAS Configuration Utility provides users with the ability to configure their WAVE ID 
Solo and WAVE ID Plus readersɁ  

The Utility allows WAVE ID Plus to be configured for 2 or 4 ɏdepending on modelɐ card typesɁ 
rf IDEAS WAVE ID Plus readers with extended functionality can operate in one of two modesȼ 
ɩData Formatɪ mode ID processing or the ɩExtendedɪ mode ID processing for output 
generationɁ The default mode of processing is Data Format modeɁ 

The utility can be downloaded from the website and while opening the application after 
installation for the first timeȼ user will need to accept the ɫEnd User License Agreement 
ɏEULAɐɬ as shown in image below: 

 

Image 1: End User License Agreement (EULA) 
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2Ɂ2  Utility Overview 

 

Image 2: Utility Overview 

 

2Ɂ3  Hamburger Menu  

 

Image 3: Hamburger Menu 

 

The Hamburger Menu contains all the basic configuration options for the utilityɁ  
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Auto Connect Menu 

 

Image 4: Auto Connect Menu 

  

 

The Auto Connect menu provides options for reader to utility connectionsɁ  

USB: The utility searches for all USB connected readers at startupɁ  

Serial: The utility searches for all serial connected readers at startupɁ  

Ethernet: The utility searches for the Ethernet connected reader to the IP Address and Port 
provided by userɁ 
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Device Menu 

 

Image 5: Device Menu 

 

The Device menu lists the options for resettingȼ writing toȼ and reading the selected reader 
configurationsɁ 

Reset to factory defaults: Resets all configuration parameters to defaultsɁ   

Reset to Stored Settings: This selection allows users to reset the reader to their own 
personally defined stored settingsɁ  

Write Stored Settings: Writes the current configuration settings to stored settingsɁ 

The last two options from Device menu will not be available for single configuration readersɁ 
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View Menu 

 

Image 6: View Menu 

 

The view menu provides options for altering the appearance of certain functions of the 
utilityɁ All the options in this menu are set to appear by defaultɁ  

Show Tooltip Balloon help: Menu option for displaying or not displaying the tooltip popɟup 
balloonɁ The application default is set to Show tooltipsɁ 

 

Help Menu  

 

Image 7: Help Menu 
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The Help menu provides information for which users can seek out additional assistance using 
the utility andɇor readerɁ  

Read User Manual: Opens the user manual that is provided in the download with the  rf 
IDEAS Configuration UtilityɁ  

Read EndɟUser License Agreement ɏEULAɐ: Opens the end user license agreement which 
user has accepted while launching the application for the first time after installationɁ 

wwwɁrfideasɁcom: This operation will open a new window to the rf IDEAS websiteɁ  

About: This menu options differ when a reader is connected to the utility vsɁ when there is 
no reader connectedɁ Without a connected readerȼ the ɩAboutɪ informational content simply 
displays the utility versionɁ When a reader is connectedȼ the firmware information is also 
providedɁ The rf IDEAS website address is displayed in both modesɁ  

 

 

 

2Ɂ4  Plus ɏʃɐ Menu 

 

Image 8: Plus (ʄ) Menu Overview 
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The Plus ɏʃɐ menu lists the following options: 

Open hwgɇhwgʃ file…: Opens either a ɩɁhwgɪ or a ɩɁhwgʃɪ fileɁ A ɩɁ hwgɪ or ɩɁhwgʃɪ file 
contains all the configuration settings for the readerɁ  

Save device data to hwgʃ file: Saves the configuration settings of the readerɁ  

Install libusb for NTWCC reader: It will install the driver needed to operate a NTWCC type 
readerɁ  

Save USB data to SDK file: Report configuration block trace for USB connectionɁ 

 

2Ɂ5  Icon Toolbar  

 

Image 9: Icon Toolbar 

 

The Icon Tool Bar contains the three most general configuration controls for the utilityɁ  

 

Connect  

 

Image 10: Connect Button 

 

Clicking the Connect icon button commands the utility to search for all the readers on the 
selected portsɁ  

Once the utility detects a readerȼ the Device List pullɟdown menu in the Standard 
Configuration Area displays the interface connectionȼ firmwareȼ and LUID information for the 
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connected readerɁ Below images show how the device list is updated once readerɏsɐ get 
connected to utilityɁ 

 

Image 11: Multiple Device Connection 
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Image 12: Device List Output 

 

Disconnect  

 

Image 13: Disconnect Button  

 

Pressing the disconnect buttonȼ commands the utility to disconnect from all readers 
connected through the available portsɁ  
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After the utility disconnects from all the readersȼ the device list pullɟdown menu will clearɁ  
The status bar will display a Disconnected messageȼ as shown in Image 12:  

 

Image 14: Disconnected Message 

 

Write 

Pressing the Write buttonȼ writes the configuration settings to the readerɁ  

 

Image 15: Write Button 
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2Ɂ6  WAVE ID Plus Configuration  

 

Image 16: WAVE ID Plus Configuration Area 

 

Device List 

 

Image 17: WAVE ID Plus Configuration Header 

 

Device List Pullɟdown: Contains a list of readers found by the utilityɁ  

 

Configurationɏsɐ 

Configuration Number: This option provides the ability to switch between configurationsɁ 
Users can set and edit settings for two or four separate configurations quickly and easilyɁ 
The active configuration on utility at any particular moment will be highlightedɁ 

Card Type DropɟDown Menu: This dropɟdown menu allows users to select the required card 
type for their own configuration settingsɁ Each configuration has the ability to have separate 
card typesɁ  
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High Priority: Provides a WAVE ID Plus user the ability to give a certain configuration a 
higher priority than anotherɁ This is useful when the user has a population of multiɟ
technology cards consisting of a combination of 13Ɂ56 MHzɇ125kHz cardsɁ   

If multiple configurations have High Priority selectedȼ only the first one ɏby configuration 
orderɐ is considered High PriorityɁ  

 

 

2Ɂ7  Home Tab  

Connection Types 

 

Image 18: Home Tab 

 

The Home tab offers various waysȼ a reader can connect to the  rf IDEAS Configuration UtilityɁ 
The different selections allow the user to choose the connection type for the specific logical 
protocol of their readerɁ  

USB: Make this selection if the connected reader has a USB logical protocolɁ The utility will 
search the USB bus for connected readersɁ  
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Serial RSɟ232 and Virtual COM Ports: The utility will search for readers connected to RSɟ
232 or Virtual COM portsɁ  
Default 1.8: Pressing this button will reset the COM port search range ɏCOM1 through COM8ɐɁ  

Ethernet: Connects to an Ethernet reader at the given IP address and creates a TCPɇIP path 
to the readerɁ The firstȼ secondȼ thirdȼ and fourth byte of the TCPɇIP address and the port 
number must be enteredɁ  

Port Option: Allows for changing the Internet socket port numbersɁ 
Find Next IP Button: Looks for other readers on the same Ethernet connectionɁ  

 

Output Test Area 

 

Image 19: Output Test Area 

 

This is the test area for the keystrokes entered by the readerɁ On serial readersȼ this displays 
the unsolicited serial port dataɁ  
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The Auto GetID icon can be selected for the utility to poll the reader for raw data and displays 
the results in the lower section of the test areaɁ  

 

Image 20: Auto GetID 

 

The Auto Focus icon ɏwhen selectedɐ keeps the cursor in the test area box to capture the 
keystrokes outputɁ If you need to make any configuration changes you will need to turn off 
Auto FocusɁ 

The Auto Clear box clears all text in the Output Test Area after each card scanɁ 

The Clear button erases all text in the Output Test Area each time the user manually presses 
the clear buttonɁ  

The Test button will open a text editorɁ This will allow a user to see the card data output from 
a keystroking readerɁ 

 

Status Bar  
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Image 21: Status Bar 

 

The status bar reports status on the state of the readerȼ connected or disconnectedɁ If a 
reader is connected it will display the connection type and the LUID valueɁ If the reader is 
disconnected the status bar will read ɫDisconnected or No Devices Found’. It also shows 
many other status in utility of different activities like ɫWriteɬȼ ɫReset to Storedɬȼ ɫCloningɬ etcɁ 

 

2Ɂ8  Timing Tab  

Use this tab to configure the readerɬs card hold time ɏIDɐ and USB keystroke timingɁ The 
timing is presented in millisecondsɁ 

Card Data Hold Time: This option determine how long the ID is held after the card is removed 
from the readerɁ The LED will remain green until the card hold time expiresȼ then turn red 
indicating a new card can be presentedɁ  

The timing options can range from 50ms to 9950ms minɇmax ɏincrements of 50 
millisecondsɐɁ The default is set to 1000msɁ  

Continuous Read, Sends Data upon Read: The reader will continuously read and send the 
ID from the presented cardɁ  

LockɟOut Time for Repetitive Reads: The time it takes the reader to read another card 
must be equal to or greater than the hold time and is only done in 50 milliseconds incrementsɁ  

Lockɟout time will be enabled only for single configuration readersɁ 

 

Image 22: Card Read Timing 
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Key Press Time: The length of time the key is held downɁ The minimum value is 0Ɂ The 
maximum is 640Ɂ The default is 20Ɂ  

Key Release Time: Enter the time delay between keystrokesɁ If set to 0ȼ the reader will 
output as fast as possibleɁ The minimum value is 0Ɂ The maximum is 640Ɂ The default is 20Ɂ  

Setting the key press and key release time too high may result in digits in the card data to be 
sent more than onceɆ Setting the key press and key release time too low may result in missed 
digits in card dataɁ  

 

Image 23: USB Keyboard Emulation Timing 

 

2Ɂ9  SDK Tab  

Use this tab to configure the Software Developerɬs Kit ɏSDKɐ functionsȼ as well as enable and 
disable keystrokingɁ  
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Image 24: SDK Tab 

 

Disable Keystrokes for SDK 

Disable Keystrokes for SDK allows a user to turn keystroking on or offɁ It is always enabled for 
SDK type readers and cannot be disabled so this option is applicable only for keystroking type 
readersɁ 

 

LED 

The desktopȼ surface mountȼ NANOȼ and nonɟhoused model readers can be equipped with a 
LEDɁ 

Users can control the LED actions on the reader to provide information regarding the card 
dataɁ  

Autoɟ Reader automatically sets the LED colourɁ  
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Offɟ LED is OFFɁ 

Redɟ LED is set to always be redɁ 

Greenɟ LED is set to always be greenɁ 

Amberɟ LED is set to always be amberɁ 

 

Logical Unit ID  

A user defined 16ɟbit number used to identify one reader from anotherɁ  

 

Image 25: Logical Unit ID 

 

Beeper  

If equippedȼ the reader can be configured to produce a beep when a credential is detected 
by the readerɁ  

Enable Beep on Card Readɟ Enable this to set the reader to beep when a card is readɁ 
Default is set to ONɁ 

Beep Nowɟ Simulates BEEPNOW SDK Command to BEEP the reader according to ɩLong 
Beepɪ and ɩNumber of BeepsɁɪ  It is reader configuration independentɁ  

Long Beepɏsɐ ɟ By defaultȼ the beep is set to a short beepɁ 2 long beeps or 5 short beeps are 
allowedɁ 

Number of beepsɟ The minimum is 1 beep and the maximum are 5 beepsɁ Default is set to 1 
beepɁ  

 

Volume  

Applicable only on readers equipped with Volume ControlɁ  
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OFFɟ Turns volume off  

Lowɟ Sets beeper volume to minimum level  

Mediumɟ Sets beeper volume to midɟrange level  

High ɏDefaultɐ ɟ Sets beeper volume to maximum level  

 

Image 26: Beeper 

 

Card ID  

GetIDɟ Press while presenting a cardɁ The ID will be displayed in the ɩData bytesɪ windowȼ 64 
bits maximumɁ  

 

 

Image 27: GETID Data Display 

 

GetIDɏ32ɐɟ Press while presenting a cardɁ The ID will be displayed in the ɩData bytesɪ 
windowȼ 255 bits maximumɁ   
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Image 28: GETID (32) Data Display 

 

GetQueued IDɟ Pressing this button will return the data bytes for the last card readȼ 255 bits 
maximumɁ  

 

 

Image 29: GETQueuedID Data Display 

 

Clear Lockoutɟ Check to clear the time remaining to allow the reader to read the next card 
immediatelyɁ  

Clear UIDɟ If Clear UID is checkedȼ the card and the overrun counters will be cleared for the 
next readɁ If Clear lockɟout is checkedȼ the reader can read another cardɁ 

 

HH:MM:SS displays ɞ 00:00:55  



ʨ2020 rf IDEAS IncɁ rfIDEAS Configuration Utility User Manual P a g e ʬ 26 

2Ɂ10 Format Tab  

Data Format Tab 

 

Image 30: Data Format Tab 

 

 

Image 31: Data Characters 
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Above image illustrates the various positions delimiter characters can be added to the card 
dataɁ The numbered portions of the diagram are values FACɇID from the presented cardɁ  

The letter portions of the character diagram are created by the user by modifying the pre 
and post data delimiters in the utility and are keystroked with the FACɇIDɁ  

 

Wiegand to Keystroke Data Format:ɟ  

Strip Leading and Trailing Bit Count: By altering the numbers in the leading and trailing bit 
countȼ users have the option to strip and discard bits from the card dataɁ The leading and 
trailing bit counts can be set to range from 0 to 15 for single configuration readers and 0 to 
142 for dualɇfour configuration readersɁ 

Send FAC ɏFacility Access Codeɐ: Enables FAC out when the card is presentedɁ 

Send FAC as Hexadecimal Number: Sends FAC as a hex numberȼ the default is decimalɁ  

Send ID: Enables the reader to send the ID portion of the card dataɁ  

Send ID as Hexadecimal Number: Sends ID in hex formatɁ 

ID Field Bit Count: Sets the number of bits used for the IDȼ range is 8 to 80Ɂ  

Fix length FACɇ ID Fields: Enables the FAC and ID to be set to a fixed lengthɁ  

FAC Digits: The FAC output is set to a length of digits between 1 and 32Ɂ ZeroɅs are added to 
the front ɏof the FAC portionɐ of the data to create a specific lengthɁ  

ID Digits: The ID output is set to a length of digits between 1 and 32Ɂ ZeroɅs are added to the 
front ɏof the ID portionɐ of the data to create a specific lengthɁ  

 

Advanced Settings:ɟ  

Only Read Cards With This Bit Count: Only reads cards with the specified BIT Countȼ range 
adjustable 26 to 255Ɂ 

Display Hex in Lowercase: Displays the FACɇID in lowercase Hex formatɁ 

Use Numeric Keypad: Defines which keypad the reader will useɁ  

AZERTY Keyboard Shift Lock: Displays the output as if it were being output from an 
AZERTY keyboardɁ  
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FAC Extended Precision Math On: Enables TRUE 64 bit mathɁ  

ID Extended Precision Math On: Enables TRUE 64 bit mathɁ  

Reverse Wiegand Bytes: Reverses data in byte chunks ɏ8 bits ʇ 1 byteɐɁ  Example using 26bit 
card output in Hexadecimal:  

NonɟReverse Wiegand Bytes: 37C3E80  
Reverse Wiegand Bytes: 803E7C03  

Reverse Wiegand Bits: Reverses each bitɁ Example is shown below:  

NonɟReverse Wiegand Bits: 37C3E80 ʇ 11011111000011111010000000  
Reverse Wiegand Bits: 05F0FB ʇ          00000001011111000011111011  

Invert Wiegand Bits: Inverts each bitɁ When looking at the binary stringȼ it will change the 
1ɬs to zeroes and 0ɬs to onesɁ  

Emulate ProxProɟAppend Serial Checksum: This option is only for serial readersɁ It adds a 
digit to the end of the serial dataɁ It emulates the serial data format to match HID CorpɁ Prox 
Pro reader by sending a 2ɟbyte checksum after the card dataɁ  

 

Delimiters Tab  

The delimiter tab provides a way for users to add pre or post keystrokes to the card dataɁ  
Click the appropriate keyboard icon to select the appropriate corresponding delimitersɁ  
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Image 32: Delimiters Tab 

 

Pre Data Delimiters ɏABCɐ: Select from 0 to 3 characters to display at the beginning of the 
card dataɁ These characters are shared with the post string of charactersɁ  

FACɇID Delimiter ɏ:ɐ: Select a character to display between and separate the FAC and ID 
dataɁ  

 

Image 33: FAC/ID Delimiter 

 

Post Data Delimiters ɏXYZɐ: Select from 0 to 3 characters to keystroke to the end of the 
card dataɁ These characters are shared with the pre string of charactersɁ  

Termination Keystroke ɏTɐ: Adds a keystroke to the end of the card data to signify the end 
of the card dataɁ  

Card Gone Delimiters ɏGNɐ: Adds a keystroke to the end of the card data when the card is 
removedɁ  

Delimiter Keyboard : 
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Image 34: Delimiter Keyboard 

 

The Delimiter Keyboard is used to select user defined delimiters ɏkeysɐɁ Once opened users 
can:  

Left Click: Selects desired delimiter ɏkeyɐɁ  

Revert: Takes user back to previously inserted delimiter choiceɁ  

ʊNoneʉ: Deletes any selectedɇinserted delimiterɁ  

Insert: Applies selected delimiter to be usedɁ 

Special Keys ɟ Sp1ȼ Sp2ȼ and Sp3  

There are some additional measures that can be taken to make it more difficult for 
unauthorized users to reproduce passwordsȼ such asȼ by adding additional keystroke 
characters to the card information that is difficult to reproduceȼ while configuring the dataɁ 
These additional characters are labelled Sp1ȼ Sp2ȼ and Sp3 on the delimiters Virtual 
KeyboardɁ The Sp1ȼ Sp2ȼ and Sp3 keys are used only for keystroking environments to send 
unprintable characters to a specified applicationɁ  

 

Extended Tab  

The Extended feature gives the user the ability to break the raw card data into multiple fieldsȼ 
create pre and post delimiters for each field and perform data conversion on the raw data in 
each fieldɁ The user can create up to 31 delimiters depending on the number of enabled fields 
and the number of delimiters per fieldɁ Please note that only one mode can be enabled at a 
time out of Data Format ʥ ExtendedɁ 
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Image 35: Extended Tab 

 

Enableɟ Press the button to enable or disable the selected fieldɁ This allows the delimiters to 
be created and sent when the selected bits are processedɁ  

¾ The settings made on different fieldɏsɐ will persist only when ɅWriteɅ button is clicked 
to save themɁ 

¾ When any of the fieldɏsɐ is disabled and ɅWriteɅ operation is not performed ȼ settings 
of that particular field will not recover on enabling it again so it is best advised to 
always save the settings via ɫWriteɬ button present in Icon ToolbarɁ 
Howeverȼ in case of above scenario ȼyou  may reɟconnect the readerɁIt will bring the 
reader to itɅs last saved settings from where you will need to do the settings all over 
againɁ 

¾ If you would like to do extend settings from scratch follow the steps mentioned 
below:ɟ 

AɁ Bring the WaveID reader to its defaults from ɏHamburger Menu ʉ Device 
Menu ʉ Reset to Factory DefaultsɐɁMove to desired configuration ɀɁ 
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BɁ Enable the extend mode on that configurationɀɁ Click on ɫWriteɬ to save 
extend mode in the readerɁ  

CɁ Open the Get ID and present the cardɁThe GetID box will close automatically 
in few secondsɁ 

DɁ Start making changes in extended settings afterward and click on ɫWriteɬ in 
the end to save thoseɁ 

 
GetID ɞ Press the button and present the new card to the readerȼ this must happen each 
time a new card is usedɁ The information is used to set the max number of bits on the card 
and the bits displayed in bit window of the utilityɁ 

Define Fieldsɟ It is only available for the FIPS 201 RDRɟ7P71AKU and OEM chuid board reader 
typesɁ Pressing this button will let the user select from the list of predefined card formatsɁ 

Start Bitɟ Enter a number to define the left most significant starting bit for the fieldɁ  

Number of Bitsɟ Enter the number of bits used for the field dataɁ This value is added to the 
Start Bit to define the range of bits used in the fieldɁ  

Insert Keystrokeɟ Enter the delimiters in the delimiter text box ɏUSB readersɐɁ Delimiters for 
serial readers are entered using the virtual keyboardsɁ 

Clearɟ Pressing the clear button will clear the delimiters in the delimiter text boxɁ  

Decimalɟ Enables the reader to output the card field in decimal formatɁ  

Hexɟ Enables the reader to output the card field as a base 16 number in uppercase hexɁ  

ASCIIɟ Displays Card Data in ASCII Character Modeȼ where every byte represents a printable 
ASCII CharacterɁ The ASCII data bit field shall be in multiples of 8 bits and each field bit 
pattern must define a printable ASCII character ɏ0x20 thru 0x7FɐɆ otherwiseȼ warnings ɏɂɁɁɁɐ 
will be displayed in the lower left portion of the ɩWhereɪ box on the rf IDEAS Configuration 
Utility Extended TAB screenɁ  

NOTE:ɟ 

¾ ASCII Extended Mode is available only for Secure Type Readers that are compatible 
with MIFARE DESFire EV1ɇEV2 Cardsȼ LEAF Smart Cardsȼ and similar technologiesɁ For 
readers supporting ASCII Character Modeȼ contact SalesʤrfideasɁcomɁ See ASCII 
Extended Procedure in the Appendix to configure reader for ASCII Extended Mode 
ConfigurationɁ  

¾ Before the reader can be configured in the ASCII Display modeȼ the reader must be 
preconfigured in advance using the Smartcard Manager UtilityɁ Contact 
techsupportʤrfideasɁcom for more informationɁ 
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BCDɇParityɟ Enables the reader to output the card data in binary coded decimalȼ where each 
5 bits represent 1ȼ 2ȼ 4ȼ 8ȼ and parityɁ  

Octalɟ Enables the reader to output the card data in OctalɁ  

Invert Bitsɟ Inverts the bits from the cardɁ   

Reverse Bits ɞ Reverses the bits from the cardɁ  

Reverse Bytesɟ Reverses the bytes from the cardɁ 

Hashing Keyɟ The Hashing Key selection box allows the user to select the key they created 
to use for encrypting the selected fieldɁ The options are ɩOffȼ ɩAɪ or ɩBɪɁ 

Digitsɟ  Used to set the number of digits the reader will output for the selected fieldɁ  

Up arrowɟ Click to move the highlighted field up one positionɁ  

Down arrowɟ Click to move the highlighted field down one positionɁ 

Example Configuring WAVE ID Plus Reader using Extend: 

1Ɂ Enable extended modeɁ Select the card type from list and save it using Write buttonɁ 
Click GET ID and present the badgeɁ 
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Image 36: Taking output on GetID box 

2Ɂ Click CloseɁ You will then see your card data in Binary in the grey fieldɁ 
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Image 37: Bits area after taking output on GetID box 

 

3Ɂ Choose your start bit and number of bits for each field that is enabledɁ  
4Ɂ Add keystrokes to the field as needed by clicking on the virtual keyboardɁ These 

keystrokes will precede the card data for the selected fieldɁ  
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Image 38: Virtual Keyboard in Extended mode 

 

HINT: If you need an ENTER key after the card dataȼ enable the next field and set number of 
bits to ZEROɁ Add an enter in the keystrokes boxɁ See example below: 
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Image 39: Inserting ENTER at end of data in last enabled field 

 

Example configuring FIPS201 Reader using Extend:  

1Ɂ Click ɩGetIDɪ and present the card to the readerɁ  
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Image 40: Get Active ID Pop-Up 

 

2Ɂ Define the fields to match the specific outputɁ There are 5 predefined configurations 
for FIPS201 cardsɁ 

 

Image 41: Define Fields Dialogue Box 
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3Ɂ Configure any additional fields as appropriateɁ  

 

Image 42: Configuration of Additional Fields 
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4Ɂ Save the configuration to memoryɁ  

 

Image 43: Saving Configuration to Memory 

 

Hashing Tab  

Hashing tab is used to store two configurable 16 character Hash Keys to the readers memoryɁ 
The Hashing keys can be selected using Hashing Key drop down box available on the Format 
tab to enable hashing for the selected field dataɁ The keys are used to encrypt the selected 
field data and protect the reader from unauthorized changesɁ  
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Image 44: Hashing Tab 

 

Only the WAVE ID Plus with extended feature supports the hashing featureɁ  

 

FUNCTION  DEFINITION  

Key A  Sixteen character hashing key AɁ  

Key B  Sixteen character hashing key BɁ  

Enhance Security  Erase the security keys if the user does a reset to defaults or tries to 
write new keys  
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Image 45: Hashing Code Values 

 

The user can enter a maximum 16 characters string in one or both fields to create the new 
hashing key or keysɁ If user enters less than 16 charactersȼ the string will be padded with null 
valuesɁ After successful write operationȼ the application will clear the hashing text boxesɁ 
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Image 46: Enhance Security Enable Box 

 

Entering the Hashing key or keysȼ checking the Enhance Security boxȼ and pressing the Write 
button enables the Enhance Security featureɁ  

The user can enter the keys or enable the security function separatelyɁ  
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Image 47: Write Warning 

 

The Enhance security feature removes the Hashing keys if the user tries to 
reconfigure the reader after the security feature is enabledɁ Pressing the ɩWriteɪ 
button after the security flag is setȼ will cause the application to reset the 
Hashing keys and write the new configurationɁ A warning popup window will 
appearɏas shown aboveɐɁ  

 

The user can change the extended fields without resetting the Hashing keysȼ 
when the reader is in extended mode and the security feature disabledɁ  

 

The ɩReset to defaultɪ operation will clear the both Hashing keys and the 
Enhance Security flagɁ  
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2Ɂ11 Tools Tab  

Cloning 

The cloning feature clones the current reader configuration settings to other readersɁ 

To initiate the cloning process:  

 Plug in only source reader to system and click the ɩConnectɪ button to connect reader 
to utilityɁ 

 Under the ɩToolsɪ tabȼ select Cloning and click on ɩStartɪ buttonɁ 

 

Image 48: Starting the Cloning Process 

 

 The cloning window will appear as shown below:  
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Image 49: Clone Configuration Reader Dialogue Box 

 

To enter LUID value in hex use ɫ0Xɬ prefixɁ 

 

The range displayed in the Minimum LUID and Maximum LUID fields will only come 
in effect when the ɩOnly update readers within the LUID rangeɪ option is selectedɁ 
Starting LUID and Increment by fields will be written in the new readers only when 
the ɩWrite LUIDɪ field is checkedɁ   

 

 Disconnect the source readerɁ  
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FUNCTIONS  DESCRIPTIONS  

Only update readers 
within the LUID range  

Check to filter which readers will be clonedɁ Uncheck to clone 
all readersɁ  

Minimum LUID  Minimum LUID value to filter a range of readers to be clonedɁ 
Default is 0x0000Ɂ  

Maximum LUID  Maximum LUID value to filter which readers will be clonedɁ 
Default is 0xFFFFɁ  

Write LUID  Check to write a new LUID to the reader after cloningɁ  

Starting LUID  The next LUID value to be writtenɁ Default is 0x1000Ɂ   

Increment by  Adds Increment by value to the LUID after writing to the 
readerɁ Default is 0x0001Ɂ  

Default  Reset the fields to their default valueɁ   

Log  Logs of cloning processɁ  

Clear Log  Clears all log info from Log areaɁ  
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Image 50: Reader Disconnected 

 

If there are multiple readers to be clonedȼ it is recommended a HUB be utilizedɁ  

 

In case of serial readers the cloning process will be a little slowerɁ  
 

 Connect the destination readerɏsɐ that will be undergoing the cloning process and 
click on ɫClone Nowɬ button in the endɁ 



ʨ2020 rf IDEAS IncɁ rfIDEAS Configuration Utility User Manual P a g e ʬ 49 

 

Image 51: Connecting Other Readers 

 

More than one reader can be configuredɁ Cloning will be done in readerɏsɐ one by 
one and can be seen in Logs sectionɁ  
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Image 52: Configuring Reader(s) 

 

Once the configuration process has finishedȼ the below message will be displayedɁ  
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Image 53: Configuration Finished 

 

 Click the ɫCloseɬ button to close the ɩCloningɪ dialogue boxɁ Click the ɩConnectɪ button 
in the ɫrf IDEAS Configuration Utilityɬ to check the new cloned configuration of the 
connected readersɁ OR  

 Unplug the current set of destination readerɏsɐ and plug in next set of readersɏsɐ to be 
cloned and repeat the process by clicking ɫClone nowɬ buttonɁ 

 

 

 

Card Analyzer 

The Card Analyzer makes it easy to learn and analyse a card in order to configure it into a 
readerɁ The Card Analyzer will learn the card and allow the reader to be configured based on 
the analysis of the cardɁ   
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Image 54: Card Analyzer Process 

 

To beginȼ navigate to Card Analyzer from the Tool menu on the utilityɁ   
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Image 55: Card Analyzer Start Screen 

 

The Card Analyzer feature will not work correctly if multiple devices are connected on 
rfIDEAS Configuration UtilityɁ  

 

Detecting the Reader  

The Welcome screen provides a brief introduction and provides the reader connection statusɁ   
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Image 56: Detecting the Reader 

 

 

FUNCTION  DESCRIPTION  

Status  The status may display the following:   

x ɩReader not connectedɪɁ Ensure the reader is connected 
properlyɁ   

x ɩIncorrect reader connectedɁɪ The Card Analyzer feature is only 
compatible with following WAVE IDʩ Plus Readers ɏ800x1AxUȼ 
800x2AxUȼ805x1AxUȼ805x2AxUȼ80081AKUȼ80082AKUȼ80581AUȼ
80582AKUȼ300x1AxUȼ300x2AxUȼ300x1BxUȼ300x2BxUȼ305x1AxUȼ
305x2AxUȼ305x1BxUȼ305x2BxUȼ300x1CxUɟMXSȼ800x1AxUɟ
NTȼ805x1AxUɟNTȼOEMɟ805x2BxUɟLNVȼ80581AKUɟRAȼ805x1AxUɟ
RAɐɁ  

x ɩReader connectedɪɁ  

Learn Card  Press to transition to the Learn Card screenɁ This button becomes active 
only when connected to the correct readerɁ  
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Exit  Returns the user back to main Card Analyzer windowɁ  

 

 

Learning Card 

After the reader is detectedȼ proceed to Learn Card processɁ This is where the Card Analyzer 
will attempt to learn the type of card by scanning for matchesɁ Each screen of the Card 
Analyzer also gives a general overview of the processȼ and the steps being performed in each 
phaseɁ  

The first part is the scanning phaseȼ where the application will scan the card for matchesɁ   

 

 

Image 57: Learn Card Screen 
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FIELD/BUTTON  DESCRIPTION  

Card Type  Card type matches are displayed hereɁ  

Supporting 
Readers  

Displays the supported rf IDEAS readers when a card type is selectedɁ  

Start Scan  Start the scan functionɁ   

Halt Scan  Stop the scanɁ This button becomes active after the ɩStart Scanɪ 
button is pressedȼ and the scanning startsɁ  

Auto Config  Takes the user to the ɩAuto Configɪ screenɁ This screen allows the user 
to configure the reader using the default Card Type settingsɁ     

Exit  Returns user back to main Card Analyzer windowɁ 

 

 

Every time the Start Scan button is pressedȼ the application scans for the 
Contactless 13Ɂ56 MHz and Proximity 125 KHz Card TypesɁ  

  

To learn a card:  

The application saves the current reader settings prior to scanningɁ They are 
restored if the user exits without writing the discovered settingsɁ   

 

1Ɂ Click the ɩStart Scanɪ buttonɁ The ɩPopɟup Windowɪ appearsɁ  



ʨ2020 rf IDEAS IncɁ rfIDEAS Configuration Utility User Manual P a g e ʬ 57 

 

Image 58: Starting the Scan 

 

The ɩBackɪ button is disabled and the ɩAuto Configɪ button is unavailable during 
scanningɁ  

 

2Ɂ When promptedȼ place a card on the readerȼ click the ɩOKɪ buttonɁ   

3Ɂ The analyzer will begin scanning the card for potential card type matchesɁ Matches are 
displayed in the ɩCard Typeɪ fieldɁ  
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Image 59: Scanning Process 

 

ɩStart Scanɪ button will be unavailable during the scan processɁ User can use the 
ɩHalt Scanɪ button to stop the scan processɁ  

 

After the scan is completeȼ the following information will be displayed:   
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Image 60: Scanning Complete 

 

4Ɂ Select any card type to view the list of supporting readersɁ If no Card Type is detectedȼ the 
application will display ɩCard not found: Please contact rf IDEAS for additional supportɪɁ  

 

Image 61: Card Not Found Scenario 
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5Ɂ To scan a new cardȼ click the ɩStart Scanɪ buttonȼ and repeat the processɁ  

6Ɂ To configure the readerȼ click the ɩAuto Configɪ buttonɁ  

 

Auto Config  

After Learn Card has determined the card type from the card scanȼ the reader can be 
configured to send the Card ID displayed in the Card ID status windowɁ The utility displays 
the Card ID found based on the default reader settingsɁ The user can highlight each listed 
Card Type and validate the Card ID number to the cardɁ Itɬs also possible to doubleɟclick the 
bit string at the bottom and copy it to the clipboardɁ  

 

 

Image 62: Auto Config Screen 
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It is not possible to jump directly to the ɩAuto Configɪ feature without first 
performing the ɩLearn Cardɪ featureɁ   

 
For some cases ɫAuto Configɬ button may be disabled based on reader type or 
scanned card typeɁ 

 

FIELD/BUTTON  DESCRIPTION  

Card ID  Contains the Card ID based on the default settings for the selected 
Card TypeɁ   

Card Type  When the user selects a ɩCard Typeɪȼ the application displays the Card 
ID based on the most popular default settings for the selected card 
typeɁ   

Configuration#  Write multiple configurations to the reader by selecting the 
configurationɀ from the dropdown and clicking the ɩWriteɪ buttonɁ  

Write  Writes the configuration to the reader for the selected card typeɁ 
Writing one of the scanned cards from card type list into reader will 
enable ɫSave Hwgʃ Fileɬ buttonɁ 

Learn Card  Go back to the ɩLearn Cardɪ screenɁ  

Analyze   Move to the ɩAnalyze Cardɪ screenɁ  

Exit  This button has the following functions ɞ  

x If the user has not written any configurationsȼ pressing the 
ɩExitɪ button will restore the reader to its original settings prior 
to starting the Card AnalyzerɁ Then returns the user to main 
Card Analyzer windowɁ 

x If the user has written configurationsȼ pressing the ɩExitɪ 
button will return user to main Card Analyzer window with the 
new card settingsɁ   

 

To auto configure:  

1Ɂ Select each card type and match the Card ID listed with the ID on the cardɁ 
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Image 63: Writing Configuration Settings to the Reader 

 

If youɬre unable to locate the ID listed on the cardȼ you can click the ɩLearnɪ button 
and try a new cardȼ or press the ɩAnalyzeɪ button to find the card settingsɁ 

 
2Ɂ Select the Configuration ɀ and click the ɩWriteɪ buttonɁ The ɩpopɟupɪ window appearsɁ   
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Image 64: Pop-up Window for Removing the Card 

 

3Ɂ After the card is removed from the readerȼ click the ɩOKɪ button to continue writing the 
configuration to the readerɁ 

4Ɂ The Card Analyzer will then automatically begin writing the chosen configuration to 
the readerɁ   
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Image 65: Writing the Configuration to Reader 

 

5Ɂ After writing the new settings to the readerȼ the status of the write will appear on the 
status barɁ  



ʨ2020 rf IDEAS IncɁ rfIDEAS Configuration Utility User Manual P a g e ʬ 65 

 

Image 66: Writing Process Complete 

 

Analyze Card  

The Analyze Card section should be used when the user knows the FACɇID and there is a 
concern about the range of one or bothɁ The user must enter the ID number printed on the 
card and the FAC if they know itɁ The feature will attempt to calculate the ɩID field bit countɪȼ 
then the TP and LPɁ 
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Image 67: Analyze Card Screen 
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FIELD/BUTTON  DESCRIPTION  

FAC  Field to enter a Facility Access Code ɏFACɐɁ  

ID  Field to enter a card IDɁ  

Analyze  Starts the card analyse functionɁ The application will attempt to learn 
the settings for the selected Card TypeɁ  

Card Types  Displays learned Card TypesɁ Each card type is selectableɁ  

Analyze Card ID  Displays status to the user: ɩCard ID foundɪȼ or ɩContact rf IDEAS for 
additional supportɪ if no results are foundɁ  

Configuration #  Write multiple configurations to the reader by selecting the 
configuration ɀ from the dropɟdown and clicking the ɩWriteɪ buttonɁ  

Write  Writes the configuration to the readerɁ  

Auto Config  Go back to the ɩAuto Configɪ screenɁ  

Exit  This button has the following functions ɞ  

  

x If the user has not written configurationsȼ pressing the ɩExitɪ 
button will return user to rfIDEAS config utility without making 
any changesɁ  

x If the user has written configurationsȼ pressing the ɩExitɪ 
button will return user to rfIDEAS config utility with new card 
settingsɁ   

 

To analyse a card:   

1Ɂ Enter the ɩIDɪ or ɩFACɪ or both numbers ɏAɐ in the ɩUser Input Fieldsɪ sectionɁ  

ɩIDɪ field is mandatory to analyse the cardɁ FAC is optionalȼ omit if unknownɁ  
The fields support numeric dataɁ 

 

 Click the ɩAnalyzeɪ button ɏBɐ to begin the searchɁ  

The result is displayed in the ɩAnalyzed Card IDɪ ɏCɐ fieldɁ  
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 Select the Configuration ɀ from the ɩConfiguration ɀɪ dropɟdown ɏDɐ and press the ɩWriteɪ 
ɏEɐ button to write the settings to the readerɁ  

 If ɩCard ID not foundɪ is displayedȼ retry with a different card by pressing ɩAuto Configɪ 
button ɏFɐ and moving back to ɩLearn Cardɪ screenȼ or proceed to step 5Ɂ 

 After writing the configurations to the readerȼ Press the ɩExitɪ button ɏGɐ to stop the Card 
Analyzer and return to the  main Card Analyzer windowɁ 

 

Image 68: Analyzing the Card 

 

 
After the completion the status changes to ɩAnalyze CompletedɪɁ 
If Card ID is not foundȼ a ɩCard ID not foundɪ message is displayed in the ɩAnalyzed 
Card ID ɩfieldɁ  
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Exiting  

Itɬs easy to exit the Card Analyzer at any timeɁ If no configurations have been writtenȼ the 
reader will return to the original stateɁ If configurations have been written during the ɩAuto 
Configurationɪ or ɩAnalyzeɪ processesȼ while exiting from the window user is asked if he 
wants to keep original configuration ɏwhich were there before starting card analyse processɐ 
or he wants to keep the new written configurations into the readerɁ 

 

Image 69: Pop-up on clicking Exit Button on Screen 

 

After exitingȼ the main Card Analyzer screen appearsɁ Either continue with analyse process 
again or come back to main utilityɁ   
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Image 70: New Configuration in the Utility 
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Chapter Ǿ 

Troubleshooting 

3Ɂ1  Troubleshooting  

If the reader is not working or the following error message is displayed:  

 

Image 71: No Reader Connected 

1Ɂ Check to be sure the reader is connected to the USB or RSɟ232 portɁ When no card is 
being readȼ the LED is redɁ A valid proximity card causes the LED to turn greenɁ  

Only one COM port application can own the RSɟ232 port at a timeɁ Make sure there is 
not another COM port application runningɁ This prevents our software from seeing the 
readerɁ 

2Ɂ If the reader still does not workȼ disconnect itȼ remove ɫGeneral USB Readerɬ using 
Windows ɫControl Panelɬ D ɫAddɇRemoveɬ HardwareɁ Then reboot the workstationɁ 
When the workstation boots upȼ reɟattach the reader USB and the OS should reɟinstall 
the Windows driver automaticallyɁ  
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ENDɟUSER LICENSE AGREEMENT 

LICENSE AGREEMENT  

EndɟUser License Agreement for rf IDEASʪ SOFTWARE and HARDWARE ɟ ɞrf IDEASɬ WAVE IDʩȼ Proximity 
Activated Readersȼ Software Developerɬs Kitȼ and Proximity Reader DLLsȼ and ProtocolɏsɐɁ  

IMPORTANTɟREAD CAREFULLY: This EndɟUser License Agreement ɏɩEULAɪɐ is a legal agreement between you 
ɏeither an individual or a single entityɐ and the manufacturer rf IDEAS ɏɩManufacturerɪɐ with which you acquired 
the rf IDEAS software and hardware productɏsɐ identified above ɏɩPRODUCTɪɐɁ The PRODUCT includes the rf 
IDEAS readerȼ computer softwareȼ the associated mediaȼ any printed materialsȼ and any ɩon lineɪ or electronic 
documentationɁ The SOFTWARE PORTION OF THE PRODUCT includes the computer softwareȼ the associated 
mediaȼ any printed materialsȼ and any ɩon lineɪ or electronic documentationɁ By installingȼ copying or otherwise 
using the PRODUCTȼ you agree to be bound by the terms of this EULAɁ If you do not agree to the terms of this 
EULAȼ rf IDEAS is unwilling to license the PRODUCT to youɁ In such eventȼ you may not use or copy the SOFTWARE 
PORTION OF THE PRODUCTȼ and you should promptly contact the vendor you obtained this PRODUCT from for 
instructions on return of the unused productɏsɐ for a refundɁ  

The products described in this publication are intended for consumer applicationsɁ rf IDEAS assumes no liability 
for the performance of productɁ rf IDEAS products are not suitable for use in lifeɟsupport applicationsȼ biological 
hazard applicationsȼ nuclear control applicationsȼ or radioactive areasɁ None of these products or componentsȼ 
software or hardwareȼ are intended for applications that provide life support or any critical function necessary 
for the support of protection of lifeȼ property or business interestsɁ The user assumes responsibility for the use 
of any of these products in any such applicationɁ rf IDEAS shall not be liable for losses due to failure of any of 
these productsȼ or components of these productsȼ beyond the rf IDEAS commercial warrantyȼ limited to the 
original purchase priceɁ  

SOFTWARE PRODUCT LICENSE:  The PRODUCT is protected by copyright laws and international copyright 
treatiesȼ as well as other intellectual property laws and treatiesɁ The SOFTWARE PORTION OF THE PRODUCT is 
licensedȼ not soldɁ  

1Ɂ  GRANT OF LICENSEɁ  This EULA grants you the following rights:  *SoftwareɁ You may install and use one copy 
of the SOFTWARE PORTION OF THE PRODUCT on the COMPUTERɁ *Network ServicesɁ If the SOFTWARE PORTION 
OF THE PRODUCT includes functionality that enables the COMPUTER to act as a network serverȼ any number of 
computers or workstations may access or otherwise utilize the basic network services of that serverɁ The basic 
network services are more fully described in the printed materials accompanying the SOFTWARE PORTION OF 
THE PRODUCTɁ *StorageɇNetwork UseɁ You may also store or install a copy of the computer SOFTWARE PORTION 
OF THE PRODUCT on the COMPUTER to allow your other computers to use the SOFTWARE PORTION OF THE 
PRODUCT over an internal networkȼ and distribute the SOFTWARE PORTION OF THE PRODUCT to your other 
computers over an internal networkɁ  

1Ɂ1  General License GrantɁ rf IDEAS grants to an individualȼ a personalȼ nonexclusive license to make and use 
copies of the SOFTWARE PRODUCT for the sole purposes of designingȼ developingȼ and testing your software 
productɏsɐ that are designed to operate in conjunction with any rf IDEAS designed proximity reader productɁ You 
may install copies of the SOFTWARE PRODUCT on an unlimited number of computers provided that you are the 
only individual using the SOFTWARE PRODUCTɁ If you are an entityȼ rf IDEAS grants the right to designate one 
individual within your organization to have the sole right to use the SOFTWARE PRODUCT in the manner provided 
aboveɁ  
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1Ɂ2  DocumentationɁ This EULA grants an individualȼ a personalȼ nonexclusive license to make and use an 
unlimited number of copies of any documentationȼ provided that such copies shall be used only for personal 
purposes and are not to be republished or distributed ɏeither in hard copy or electronic formɐ beyond the userɬs 
premises and with the following exception: you may use documentation identified in the SOFTWARE PRODUCT 
as the file format specification for rf IDEASɬ proximity readers solely in connection with your development of 
software productɏsɐ or an integrated work or product suite whose components include one or more general 
purpose software productsɁ  

1Ɂ3  StorageɇNetwork UseɁ You may also store or install a copy of the SOFTWARE PRODUCT on a storage readerȼ 
such as a network serverȼ used only to install or run the SOFTWARE PRODUCT on computers used by a licensed 
end user in accordance with Section 1Ɂ1Ɂ A single license for the SOFTWARE PRODUCT may not be shared or used 
concurrently by other end usersɁ  

1Ɂ4  Sample CodeɁ rf IDEAS grants you the right to use and modify the source code version of those portions of 
the SOFTWARE PRODUCT identified as ɩSamples in the SOFTWARE PRODUCT ɏɩSample Codeɪɐ for the sole 
purposes to designȼ developȼ and test your software productɏsɐȼ and to reproduce and distribute the Sample Codeȼ 
along with any modifications thereofȼ only in object code formɁ  

2Ɂ  DESCRIPTION OF OTHER RIGHTS AND LIMITATIONSɁ *Limitations on Reverse Engineeringȼ Deɟcompilation 
and DisassemblyɁ You may not reverse engineerȼ decompileȼ or disassemble the  PRODUCTȼ except and only to 
the extent that such activity is expressly permitted by applicable law notwithstanding this limitation *You may 
not reproduce or otherwise emulateȼ in whole or in partȼ any form the protocolɏsɐ defined within this PRODUCT for 
use without a rf IDEAS PRODUCT Redistributable CodeɁ If you are authorized and choose to redistribute Sample 
Code ɏɩRedistributablesɪɐ as described in Section 1Ɂ4ȼ you agree to: ɏaɐ distribute the Redistributables in object 
code only in conjunction with and as a part of a software application product developed by you using the 
PRODUCT accompanying this EULA that adds significant and primary functionality to the SOFTWARE PRODUCT 
ɏɩLicensed ProductɪɐɆ ɏbɐ not use rf IDEASɬ nameȼ logoȼ or trademarks to market the Licensed ProductɆ ɏcɐ include 
a valid copyright notice on the Licensed ProductɆ ɏdɐ indemnifyȼ hold harmlessȼ and defend rf IDEAS from and 
against any claims or lawsuitsȼ including attorneyɬs feesȼ that arise or result from the use or distribution of the 
Licensed ProductɆ ɏotherwise comply with the terms of this EULAɆ and ɏgɐ agree that rf IDEAS reserves all rights 
not expressly grantedɁ You also agree not to permit further distribution of the Redistributables by your end users 
except: ɏ1ɐ you may permit further redistribution of the Redistributables by your distributors to your endɟuser 
customers if your distributors only distribute the Redistributables in conjunction withȼ and as part ofȼ the Licensed 
Product and you and your distributors comply with all other terms of this EULAɆ and ɏ2ɐ in the manner described 
in Section 1Ɂ4Ɂ  

*Separation of ComponentsɁ The PRODUCT is licensed as a single productɁ  Its component parts may not be 
separated for use on more than one computerɁ  

*Single COMPUTERɁ The PRODUCT is licensed with the COMPUTER as a single integrated productɁ The PRODUCT 
may only be used with the COMPUTERɁ  

*RentalɁ You may not rent or lease the PRODUCT without permission from rf IDEASɁ  

*Software TransferɁ You may permanently transfer all of your rights under this EULA only as part of a sale or 
transfer of the COMPUTERȼ provided you retain no copiesȼ you transfer all of the PRODUCT ɏincluding all 
component partsȼ the media and printed materialsȼ any upgradesȼ this EULA andȼ if applicableȼ the Certificateɏsɐ 
of Authenticityɐȼ AND the recipient agrees to the terms of this EULAɁ If the PRODUCT is an upgradeȼ any transfer 
must include all prior versions of the PRODUCTɁ  
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*TerminationɁ Without prejudice to any other rightsȼ rf IDEAS may terminate this EULA if you fail to comply with 
the terms and conditions of this EULAɁ In such eventȼ you must destroy all copies of the SOFTWARE PORTION OF 
THE PRODUCT and all of its component partsɁ  

3Ɂ  UPGRADESɁ  If the SOFTWARE PORTION OF THE PRODUCT is an upgrade from another productȼ whether from 
rf IDEAS or another supplierȼ you may use or transfer the PRODUCT only in conjunction with that upgraded 
productȼ unless you destroy the upgraded productɁ If the SOFTWARE PORTION OF THE PRODUCT is an upgrade of 
a rf IDEAS productȼ you now may use that upgraded product only in accordance with this EULAɁ If the SOFTWARE 
PORTION OF THE PRODUCT is an upgrade of a component of a package of software programs which you licensed 
as a single productȼ the SOFTWARE PORTION OF THE PRODUCT may be used and transferred only  as part of that 
single product package and may not be separated for use on more than one computerɁ  

4Ɂ  OEM COPYRIGHTɁ All title and copyrights in and to the PRODUCT ɏincluding but not limited to imagesȼ 
photographsȼ animationsȼ videoȼ audioȼ musicȼ text and ɩappletsȼɪ incorporated into the PRODUCTɐȼ the 
accompanying printed materialsȼ and any copies of the SOFTWARE PORTION OF THE PRODUCTȼ are owned by rf 
IDEAS or its suppliersɁ The PRODUCT and SOFTWARE PORTION OF THE PRODUCT is protected by copyright laws 
and international treaty provisionsɁ You may not copy the printed materials accompanying the PRODUCTɁ  

5Ɂ  DUALɟMEDIA SOFTWAREɁ  You may receive the SOFTWARE PORTION OF THE PRODUCT in more than one 
mediumɁ Regardless of the type or size of medium you receiveȼ you may use only one medium that is appropriate 
for your single computerɁ You may not use or install the other medium on another computerɁ You may not loanȼ 
rentȼ leaseȼ or otherwise transfer the other medium to another userȼ except as part of the permanent transfer ɏas 
provided aboveɐ of the SOFTWARE PORTION OF THE PRODUCTɁ  

6Ɂ  OEM PRODUCT SUPPORTɁ Product support for the product is not provided by rf IDEAS or its subsidiariesɁ  For 
product supportȼ please refer to the OEM supplies support number provided in the documentationɁ  Should you 
have any questions concerning the EULAȼ or if you desire to contact OEM for any other reasonȼ please refer to the 
address provided in the documentation providedɁ  

FOR THE LIMITED WARRANTIES AND SPECIAL PROVISIONS PERTAINING TO YOUR PARTICULAR JURISDICTIONȼ 
PLEASE REFER TO YOUR WARRANTY BOOKLET INCLUDED WITH THIS PACKAGE OR PROVIDED WITH THE 
SOFTWARE PRODUCT PRINTED MATERIALSɁ  

Limited Warranty:   rf IDEAS warrants to the original buyer of this productȼ that the hardware and related diskɏsɐ 
are free of defects in material and workmanship for a period of one year from date of purchase from rf IDEAS or 
from an authorized rf IDEAS dealerɁ  Should the rf IDEAS products fail to be in good working order at any time 
during the oneɟyear periodȼ rf IDEAS willȼ at its optionȼ repair or replace the product at no additional chargeȼ 
provided that the product has not been abusedȼ misusedȼ repaired or modifiedɁ This warranty shall be limited to 
repair or replacement and in no event shall rf IDEAS be liable for any loss of profit or any commercial or other 
damagesȼ including but not limited to specialȼ incidentalȼ consequential or other similar claimsɁ No dealerȼ 
distributorȼ companyȼ or person has been authorized to change or add to the terms of this agreementȼ and rf 
IDEAS will not be bound by any representation to the contraryɁ rf IDEAS SPECIFICALLY DISCLAIMS ALL OTHER 
WARRANTIESȼ EXPRESSED OR IMPLIEDȼ INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS OF PURPOSEɁ Since some states do not allow such exclusion of limitation of 
incidental or consequential damages for consumer productsȼ check the statute of the state in which your 
business residesɁ  

This warranty gives you the specific legal rights in addition to any rights that you have under the laws of the state 
in which your business resides or operatesɁ  

Returns:   rf IDEAS products which require Limited Warranty service during the warranty period shall be delivered 
to the nearest authorized dealer or sent directly to rf IDEAS at the address below with proof of purchase and a 
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Return Materials Authorization  ɏRMAɐ Number provided by rf IDEAS Technical Support DeptɁ Replacement parts 
or complete boards become the property of rf IDEAS   If the returned board or unit is sent by mailȼ the purchaser 
agrees to preɟpay the shipping charges and insure the board or unit or assume the risk of loss or damage which 
may occur in transitɁ The purchaser is expected to employ a container equivalent to the original packagingɁ 
Copyright: Copyright by rf IDEAS 2020Ɂ All rights reservedɁ  Reproduction or distribution of this document in whole 
or in part or in any form is prohibited without express written permission from rf IDEASɁ  

Trademarks: All rf IDEAS products are trademarks of rf IDEASɁ All other product names or names are trademarks 
or registered trademarks of their respective holdersɁ  

Applicable Patents: rf IDEAS WAVE ID Plus card readers supporting HID formats retain US Patent NoɁ 5ȼ952ȼ935 
and UɁSɁ Patent NoɁ 7ȼ439ȼ862Ɂ  

Disclaimer: This Reference Guide is printed in the UɁSɁAɁ Any resemblance mentioned in the Reference Guide to 
persons living or deadȼ or to actual corporations or products is purely coincidentalɁ  rf IDEAS believes that the 
information contained in this manual is correctɁ Howeverȼ rf IDEAS does not assume any responsibility for the 
accuracy of the content of this User Manualȼ nor for any patent infringements or other rights of third partiesɁ rf 
IDEAS reserves the right to make any modifications in either product or the manual without giving prior written 
notificationɁ  

FCC Compliance Statement  

 
FCC ID: M9MPCPROXHUSB100 ɏHID USB Modelɐ  
FCC ID: M9MPCPROXM101 ɏIndala Modelɐ  
FCC ID: M9MRDR6X8X ɏKantechȼ Indalaȼ CasiɟRuscoɐ  
FCC ID: M9MPCPROXC101 ɏCasiɟRusco Modelɐ  
FCC ID: M9MRFID1856I100 ɏMIFAREɇiCLASS Modelsɐ  
FCC ID: M9MRDR7580 ɏiCLASS MIFARE and Other 
13Ɂ56MHzɐ  
FCC ID: M9MRDR7581 ɏiCLASS MIFARE and Other 
13Ɂ56MHzɐ  
FCC ID: M9MRDR7081AKE ɏiCLASS MIFARE and Other 
13Ɂ56MHzɐ  
FCC ID: M9MRDR8XX8U ɏPlus combo Modelɐ  
FCC ID: M9MRDR8058X ɏMultiɟprotocol Combo Modelɐ  
FCC ID: M9M758XCCL ɏMIFARE and Contact Modelɐ FCC ID: 
M9MRDR80081 ɏPlus SIO Combo Modelɐ  
FCC ID: M9MRDR60DX ɏ125kHz USB Dongle Modelɐ  
FCC ID: M9MOEM805NX ɏMultiɟprotocol Combo Modelɐ  
FCC ID: M9MSB758X ɏMifare 13Ɂ56MHzɐ   
FCC ID: M9MLC6T8X ɏ132 kHz USB Modelɐ  
FCC ID: M9MLC608XU0 ɏ125 kHz Virtual Com Modelɐ   
FCC ID: M9MLC6X8X ɏMultiɟprotocol 125kHzɐ 
FCC ID: M9MLC805X ɏMultiɟprotocol Combo Modelɐ  
FCC ID: M9MHP8058X ɏMultiɟprotocol Combo Modelɐ  
FCC ID: M9MLC7X11U ɏ13Ɂ56MHz USB Modelɐ 

FCC ID: M9MBUPCPROXH100 ɏHID RSɟ232 Modelɐ  
FCC ID: M9MBUPCPROXA100 ɏAWIDɐ  
FCC ID: M9MPCPROXP100 ɏPyramidɐ  
FCC ID: M9MRDR7081 ɏiCLASS Module basedɐ  
FCC ID: M9MRDR7P71 ɏFIPS 201 13Ɂ56MHzɐ  
FCC ID: M9MRDR7L81 ɏLegic 13Ɂ56MHzɐ  
FCC ID: M9MRDR7081AKF ɏiCLASS MIFARE and Other 
13Ɂ56MHzɐ  
FCC ID: M9MRDR75DX ɏiCLASS MIFARE and Other 
13Ɂ56MHzɐ  
FCC ID: M9MRDR758X ɏiCLASS MIFARE and Other 13Ɂ56 
MHzɐ  
FCC ID: M9M8058XCCL ɏMultiɟprotocol and Contact Modelɐ  
FCC ID: M9M7580CCL ɏMIFARE and Contact Modelɐ  
FCC ID: M9MRDR70EX ɏ13Ɂ56MHz Express Modelɐ  
FCC ID: M9MLC608X ɏ125KHz USB Model  
FCC ID: M9MSB708X ɏiCLASS 13Ɂ56MHzɐ  
FCC ID: M9MSB6X8X ɏMultiɟprotocol 125kHzɐ  
FCC ID: M9MLC60DX ɏ125 KHz USB Modelɐ  
FCC ID: M9MLC758X ɏ13Ɂ56 MHz USB Modelɐ  
FCC ID: M9MLC6X11U ɏ125 kHz USB Modelɐ 
FCC ID: M9MLC8058U ɏMultiɟprotocol Combo Modelɐ  
FCC ID: M9MLC8008XU ɏMultiɟprotocol Combo Modelɐ  

 

ɩPursuant to FCC 15Ɂ21 of the FCC rulesȼ changes not expressly approved by rf IDEAS might cause harmful 
interference and void the FCC authorization to operate this productɁ  

Note: This reader complies with Part 15 of the FCC Rules and Industry Canada licenseɟexempt RSS standardɏsɐɁ 
Operation is subject to the following two conditions: ɏ1ɐ This reader may not cause harmful interferenceȼ and ɏ2ɐ 
this reader must accept any interference receivedȼ including interference that may cause undesired operationɁ 
This product complies with FCC OET Bulletin 65 radiation exposure limits set forth for an uncontrolled 
environmentɁ  
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The reader may not recognize value cards in the presence of high RF fieldsɁ If the current reading is erraticȼ the 
user shall take the following step:  Move the equipment from any known transmitters nearbyɁ  For more 
information contact Tech Support at ɏ866ɐ 439 ɟ ɞ884Ɂ  
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Appendix  

COMPONENTS  MINIMUM SYSTEM REQUIREMENTS  

Hardware  Intelʩ Pentiumʪ E5400 processor 

Memory  2 GB RAM 

Hard Disk Space  400 MB 

I/O  1 USB port for USB deviceȼ 1 RSɟ232ȼ and 1 USB port for serial 
device 

Operating System  Windows 10 

 

Use the WAVEID Plus Reader for Password Security ɟ 
Complex Passwords  

It is possible with certain limitationsȼ to use the proximity token as a password for an 
application or operating system log onɁ The unique card bitɟstream converted to either 
decimal or hexadecimal becomes the entire or a portion of the passwordɁ Enroll this card data 
to the password of the operating system application for the userɁ  

Since the proximity token has no readɇwrite memoryȼ there is no way to change this or write 
alphanumeric characters such as a user name to the proximity tokenɁPlease see rf IDEAS 
WAVE ID Playback Starter Kit or call the Sales Department if this capability is neededɁ  

Several companies have adopted a policy that requires users to change their password every 
xx number of days to increase securityɁ The PIN is the portion of the password the user 
changes every xx number of daysɁ Since the card data is completely numericȼ any alpha and 
upperɇlower case letter constraints are handled in the user supplied PINɁ  

A twoɟfactor authentication system is made up of:  

1. Card ID data  
2. Personal Identification Number ɏPINɐ  

The reader may be configured to allow operation under either a one or twoɟfactor 
authentication systemɁ  

 

OneɟFactor  
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In a oneɟfactor systemȼ the user simply scans the ID cardɁ The reader may be configured to 
add TAB keystrokes ahead of the data as well as a TAB or ENTER keystroke after the card 
dataɁ  

TwoɟFactor  

The twoɟfactor approach is especially useful when insisting on password construction rules 
or periodic changing of passwordsɁ  

In a twoɟfactor systemȼ the user may enter the PIN either before or after the card dataɁ If the 
user adds the PIN before the card dataȼ the reader may be configured to append the ENTER 
keystrokeɁ  

Pre and Post Characters  

There are some additional measures that can be taken to make it more difficult for 
unauthorized users to reproduce passwordsɁ  

Adding additional keystroke characters to the card informationȼ that is difficult to reɟ
produceȼ while configuring the dataɁ These additional characters are labelled as Sp1ȼ Sp2ȼ and 
Sp3 on the Delimiters Tab menu selectionsɁ  

 

 ASCII Extended Procedure  

STOPȾ Before proceedingȼ please validate that the reader has been properly preconfigured 
with the Smartcard Manager UtilityɁ Contact techsupportʤrfideasɁcom for more informationɁ  

Referring to the figure belowȼ use the following procedure to configure the Reader to output 
ASCII keystroking: 

In this exampleȼ 30313233343536373839 will output as 0123456789Ɂ 

1Ɂ Connect to the Secure Reader and insure one of the configurations has a Secure Card 
types configuredȼ such as MIFARE EV1ɇEV2 Secure File DataɁ 

2Ɂ Click on the Format tab and enable Extended modeɁ 

3Ɂ In the text box on topȼ click Clear to remove CSNȼ if preferredɁ 

4Ɂ Click on ASCII as Display modeɁ 

5Ɂ Click on Get ID and present the Secure Card so the full range of data shows up in the Bits 
fieldɁ 



ʨ2020 rf IDEAS IncɁ Configuration Utility User Manual P a g e ʬ 80 

6Ɂ Click on Reverse Bytesȼ change Start bit to 1 and Number of bits that represent the length 
of the desired bit field ɏnumber of ASCII characters *8ɐ 

7Ɂ ɫWriteɬ settings to the readerɁ 

8Ɂ When a Secure Card is presented to the properly configured readerȼ it will keystroke ɄYOUR 
ASCII DATAɄ as requiredɁ 

 

 

Image 72: ASCII Extended Mode 
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rf IDEAS  

ʨ 2020 rf IDEASɁ All rights reservedɁ   

Specifications subject to change without noticeɁ  

Windows is a trademark of MicrosoftɁ  

The Bluetoothʩ word mark and logos are registered trademarks owned by Bluetooth SIGȼ IncɁ 
and any use of such marks by rf IDEAS is under licenseɁ   

All other trademarksȼ service marksȼ and product or service names are property of their 
respective ownersɁ  

Mention of thirdɟparty products is for informational purposes only and constitutes neither 
an endorsement nor a recommendationɁ rf IDEAS assumes no responsibility regarding the 
performance or use of these productsɁ  

All understandingsȼ agreementsȼ or warrantiesȼ if anyȼ take place directly between the 
vendors and the prospective usersɁ  

Please feel free to callȼ eɟmailȼ or visit our web site for a full list of applicationsȼ productsȼ 
configuration optionsȼ supported cardsȼ and form factor specificationsɁ Our web site includes 
application videosȼ support materialsȼ case studiesȼ and detailed information about our 
product lineɁ  

Every effort has been made to ensure that the information in this manual is accurateɁ rf 
IDEAS is not responsible for printing or clerical errorsɁ  


